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ABSTRACT 

Children are a gift of God Almighty that must be protected. Protection of 

children from crime is a form of state responsibility to ensure the survival of 

your child's current and future. Kids are expected as the future generation, can 

grow and develop freely protected from crimes including crimes in the sphere of 

Information Technology and Electronic Transactions. Crimes in the field of 

Information Technology and Electronic Transactions originated from the misuse 

of media users of information technology as a new form of crime berdimenasi in 

social life. It can not be avoided, that the children were also a victim of such 

abuse. 
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PREFACE 

The 21st century is the century of 

globalization which is filled with threats 

and global challenges. One of the threats 

and challenges of the globalization era is 

the field of information technology has 

transformed the world into the cyber era 

by means of the internet to bring 

cyberspace with virtual reality offers to 

human expectations and ease. But behind 

it, raised the issue of constituting a crime 

called cybercrime, either its computer 

network system itself is a target as well as 

the computer itself becomes a means to 

commit a crime. 

Policy as an effort to protect 

information requires a very deep study, 

concerning aspects of philosophical, 

juridical, sociological and so on. This 

information technology is very strategic 

and far-reaching impact on the activities 

of human life is therefore required special 

arrangements with his established a law 

to tackle crime on information 

technology. This is in line with the 

opinion by Fawzia Cassim (2010) “a 

need arose for the enactment of specific 

cyber legislation to address cybercrime”. 

Ramu, et al. define the crime 

mayantara  “a generalized definition of 

Cybercrime is unlawful acts, wherein the 

computer is either a tool or target or 

both”. From these definitions it can be 

said that the crime mayantara is one type 

of crime generated by the provider and 

the user or information technology media 

commonly called also evil in the world 

Cyber (cybercrime), which in practice 

could lead to victims from all walks of 

users, including for minors or children. 

Kids need to get a Protection From 

Negative impacts Development Trend of 

Rapid, Globalization in the field of 

communication and information, the 

Advancement of Science and 

Technology, as well as changes in hd 

And Living most of Parents Who has 

brought social change Essential hearts of 

Life 'community of Highly influential 

Against Values and Behaviors. 

Deviations behavior or act of unlawful 

thing done by Son, between lying, caused 

by factors such Kids Outside Yourself. 

(Nevey, 2014) 

Children as the grace of Almighty 

God (Allah) is the gift of infinite value 

than other gifts, up should be thankful 

for, protected, educated, cultivated, 
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nurtured and protected, because in every 

child the inherent dignity, dignity and 

fundamental rights as man who deserves 

to be respected and upheld and 

implemented. 

 

DISCUSSION 

 

Forms of Information Technology 

Crimes Against Children 
 

Said technology and information 

that implies that information technology 

is a technology used for data processing, 

including processing, obtain, compile, 

store, manipulate data in various ways to 

produce quality information, ie 

information that is relevant, accurate and 

timely, which used for personal, business, 

and government and also is a strategic 

information for decision making. This 

technology uses a computer to process 

the data, the network system to connect 

one computer to another computer in 

accordance with the needs and 

telecommunications technology is used 

so that data can be distributed and 

accessed globally. (Pristika, 2011) 

The globalization of information 

today carries an enormous influence for 

human life, this development has cause 

the relationship become the world 

without borders that also have an impact 

on social change significantly. As a result 

of the development of this technology 

into a double-edged sword because in 

addition to providing benefits to the 

welfare and progress of society as well is 

also followed by the development of 

crime with various modes that use 

computers and computer networks as a 

means such as auction fraud, online 

gambling, identity fraud, child 

pornography, terrorism, theft of 

intellectual property rights and many 

other crimes that could harm both 

materially and non-material for its users 

and can be destructive to the life of the 

nation. (Dhendy, 2013) 

The crimes committed in 

cyberspace was born as a result of the 

negative impact of technological 

developments, crimes of various shapes 

and types that brings its consequences on 

the legal protection it is important to 

remember that every human being should 

be protected in accordance with the status 

and dignity as human beings. One 

embodiment of state responsibility for the 

protection of its citizens is to provide 

legal guarantees and real action to protect 

people from all forms of crime or other 

deviant acts that may be experienced by 

people both in the real world or in 

cyberspace. (Dhendy, 2013) 
Similar delivered Widodo (2011) 

that along with the development of the 

virtual world with a straight impact on 

the development of crime in the society. 

Currently, the crime is not only 

happening in the real world (real) but also 

in the world mayantara (virtual) which is 

different from the pattern crime in the 

real world (physics), for example, crime 

or through the internet. 

Ade Wahyudin mention that the 

crime through the internet called 

emerging cybercrime as evidence that the 

global era synonymous with malignant 

mines. Cybercrime is defined as abuse or 

negative impact on the advancement of 

information technology through a 

computerized system and Internet 

networks. (Yasraf, 2011) 

Cybercrime is a crime committed 

with the use of information technology 

by using the internet. Many ways you can 

do the perpetrators by using the internet. 

We should be more wapada again to the 

confidentiality of our data, because it 

could be our data will be misused by 

irresponsible person. (Pristika, 2011) 

Cybercrime itself is a crime 

committed by a person or group by using 

computer facilities and other 

telecommunication devices. Someone 

who controlled and able to operate a 

computer such as operators, 

programmers, analysts, managers, 
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cashiers can also perform cybercrime. 

How that can be done with damage data, 

steal data, and use it illegally. The 

dominant factor encouraging the 

development of cybercrime itself is the 

rapid development of communications 

technology such as telephones, mobile 

phones and other telecommunication 

devices, combined with the development 

of computer technology (Sutarman, 

2007). 

The rapid computer technology 

creates new challenges for society and 

most threat of which is the impact on 

children. Addicted to the use of 

information technology (the Internet) has 

become a nuisance various countries and 

depressing majority of Internet addicts 

are children that no other particularly 

vulnerable to the negative impact. 

This is in line with the survey 

results Indonesian Internet Service 

Provider Association (APJII) Survey 

results released in November 2016, with 

a survey in April 2016, a total of 132.7 

million people, the survey of Internet 

users in Indonesia by Age, describe:  

 

 

 

 

 

 

 

 

 
Secondary Data: Adapted from Survey Results 

Indonesian Internet Service Provider 

Association (APJII) November 2016 
 

From these data illustrate that the 

first order of Internet users, ages 35-44, 

as many as 29.2% (to 38.7 million the 

number of respondents), second, ages 25-

34 years, as many as 24.4% (with 32.3 

million the number of respondents), third, 

age 18.4% (to 23.8 million the number of 

respondents), and fifth in 55 years and 

over 10% (by number of 13.2 million 

people). 

Seen that internet users in 

Indonesia, children in third place, means 

and stressed that the involvement of 

children in cyberspace is very large. 

Another survey released APJII surf 

level of data security for children, survey 

shows: 

 

 

 

 

 

 

 

 

 
Secondary Data: Adapted from Survey Results 

Indonesian Internet Service Provider Association 

(APJII) November 2016 

 

From these data, the opinion survey 

of Internet users on Internet safety for 

children reads that 22.9% (to 30.3 million 

the number of respondents) use the 

internet safely, 76.4% (to 101.3 million 

respondents) unsafe, and 0, 7% (by 928 

thousand respondents) did not know. 

When examined more closely, Very 

concerned against the surf safety data 

with the results of the survey APJII. 

Various forms of crime in the 

virtual world, which is very alarming is 

the target of the crime is a child that 

should receive serious attention from the 

government, it can take a look at the 

news http://news.liputan6.com/, reported 

under the title "Children often Reveal 

Crimes, Criminal Achieves". The 

contents of the news says that the 

Criminal Investigation Police received an 

award from the Ministry of Women's 

Empowerment and Child Protection (PP 

and PA). The award was received by the 

Criminal Police Commissioner General 

Ari Dono Sukmanto. The Ministry of the 

PPA to prioritize the prevention of child 

sexual crime more intense. Starting from 

pedophile cases, sexual abuse to child 

exploitation. "Crime in the field of child 

pornography and pedophile, for example, 

is increasingly worrisome, so prevention 

http://news.liputan6.com/
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must be a common concern. This forms 

the state's presence in the midst of the 

people. At the moment we are making in 

the form of policy-making oriented 

protect children. 

Indonesian Child Protection 

Commission (KPAI) noted the evils of 

pornography and cybercrime against 

children increased in the period of three 

years back. Commissioner KPAI 

Pornography and Cyber Crime Division 

Maria Advianti said, in 2014 to 2016, 

there were at least 1,249 reports entered. 

"This number increased when compared 

with data 2011-2013, reaching only 610 

reports. 

KPAI deliver increasing reports of 

pornography and cybercrime in 

conjunction with the large number of 

children who use the internet. The 

research results of UNICEF and the 

Ministry of Communication and 

Information, published in 2014, 30 

million children and adolescents 

Indonesia intensive use of the Internet. 

"They are intensely five hours a day 

using the Internet," said Maria. "If the 

child is less understanding of the use of 

the Internet, children can become victims 

of crime on the internet. 

So, crime in cyberspace, one of 

which includes sexual crimes online. One 

of the cases highlighted in Jakarta KPAI 

is a pedophile in action through social 

media. The modus operandi was the 

perpetrator targeting minors with 

seduction that was brought through social 

media. 

From the description above, the 

authors conclude that the various forms 

of crime has an impact on the social 

environment in maintaining the safety of 

self and the cultivation of moral values to 

children. Therefore, the role of family 

environment, especially parents, schools 

and communities to protect children from 

Internet crime is indispensable. 

 

Factors resulting in the Field of 

Information Technology Crimes 

Against Children 

 

From the description above, by 

discussing the forms of information 

technology crimes against children, 

illustrate that the presence of cyberspace 

(Internet) give a negative effect on 

children with various forms of crime 

inflicted. 

According to these authors should 

be wary, with serious handling of the 

government to solve the problem, the 

reason for the continuity of the right to 

life of children who are part of Human 

Rights (HAM). So as to find solutions 

which authors offer its completion in 

scientific work is the final part in aspects 

of criminal policy concept, the first 

author in this section, will reveal whether 

the factors that led to crimes against 

children technology. 

Writers get the various factors that 

cause the information technologies of 

crime against children, namely: 

a. Unlimited internet access 

In this day and age the internet is not a 

rare thing anymore, because everyone 

has been utilizing the internet facility. 

By using the Internet we are given the 

convenience to easily access 

everything without any limitations. 

With the comfort of the one who is the 

primary factor for some persons to 

commit a crime Cybercrime with ease 

b. Negligence computer users 

This is one of the main causes of 

computer crime. As we know people 

use the internet facility always include 

all the necessary data into the Internet. 

So that makes it easy for some 

defecate persons to commit a crime. 

c. Easily done with a small security risk 

and is not required super modern 

equipment 

This is what the driving factors behind 

crime in cyberspace. Because like us 

that the Internet is a tool with our easy 

to use without requiring special tools 
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to use it. The main trigger crime on the 

internet is difficult to track people who 

abuse the facility of the internet. 

d. The perpetrators are people who are 

generally intelligent, has great 

curiosity, and fanatics will be 

computer technology 

This is a factor that is difficult to 

avoid, due to excess or intelligence in 

accessing internet which is owned by 

someone in this day and age a lot is 

being misused in order to get profit. 

So it is difficult to be avoided 

e. Weak network security system 

As we know that people in the use of 

internet facilities mostly more 

interested in design that possessed by 

underestimate the level of safety. So 

with weak network security system 

has become a big gap most persons to 

commit a crime. 

f.  Lack of public attention 

Society and law enforcement is still 

giving great attention to conventional 

crime. In fact the perpetrators continue 

to commit acts of computer crime. 

This is because the fluctuation of 

knowledge about the use of the 

Internet more in the community. 

CONCLUSION 
 

Observing with various of law 

invitations are still limited to protect 

children from crimes in the field of 

information technology and electronic 

transactions, then the problem of evil 

crimes in the field of information 

technology and electronic transactions 

among the children need to get a solution 

anticipatory in order to prevent damage to 

the moral disposition, so the goal of 

national development is not hampered. 

Solutions of the Crime of crimes in the 

field of information technology and 

electronic transactions can be reactive / 

repressive and anticipatory / persuasive. 

Approach to criminal policy by means of 

reactive / repressive is the use of criminal 

law by applying the material criminal law 

whereas criminal policy approach by way 

of anticipatory / persuasive rather refers 

to the application of the values and social 

control (non penal approach). 
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